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Introduction
This document is written for the amateur radio operator that will be using the PiGate as an emergency communications device in a disaster situation.  Some assumptions are made that amateur operators will understand but non-amateurs may not.

Amateur radio has a long history of providing communications during disaster situations.  Ham operators spend a lot of time and lots of their money to be able to help in times of need.

In the past, amateur operators have setup portable radio stations in all sorts of environments, and using, at first, Morse code (known in the amateur world as “CW”) and then voice communications, they were able to provide a much needed capability when all other forms of emergency communications were unavailable.
As communications in our increasingly complex world have evolved, and as a result of the needs of emergency agencies that are served by the voluntary amateur radio force, digital methods of communications are becoming more necessary, for speed and, more importantly, accuracy.  The demands that can be placed on a volunteer amateur operator to correctly transmit a list of much needed emergency equipment or medications using voice methods is staggering.
Additionally, people today are more “connected” than they have been at any time in history.  Tens of millions of people in the world know about and use e-mail.  The vast majority of these people also have smartphones and use them constantly.  The notion of instantly being able to communicate with those you wish, no matter where you may be, is no longer a dream.  Amateur radio itself seems to be an archaic or quaint way to talk to people around the country or world when all anyone needs to do is pick up their smartphone and verbally tell it to call their mother, or whomever else they wish, and the connection is made in seconds.  This type of instant communication is greatly missed during a disaster situation when hundreds or thousands of people cannot connect to any of their family or friends just to tell them they are OK.

The challenge, then, is to try and bridge this gap, using amateur radio, an old, tried and trusted service, in a way that will give people an accurate, fast, and easy digital way to communicate using e-mail, a method that nearly everyone knows.
Enter the PiGate, an amateur radio based emergency e-mail communications system that can be easily deployed to a disaster area.
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Design Goals

Image a disaster has occurred in a town near you, or perhaps in your own home town.  All forms of communications are down and will be unavailable for many hours or days.  You, as an amateur radio operator with a desire to use your equipment and skills to assist, grab your go-kit and load a few things into your car or truck and head off to the disaster area.
Once there, you quickly deploy your PiGate, and plug it into the radio in your vehicle or go-kit.  You verify a radio link can be made to a WinLink2000 RMS station, and you are ready to provide e-mail service to anyone that wants to send an e-mail to their family or friends.  People can use their own smartphone or tablet computer, or you can allow them to use yours, to login to the e-mail application through the PiGate WiFi interface and compose and send e-mail as they would in any other non-emergency circumstance.
To create the PiGate, there were several design goals:
1. The design had to be easily portable;
2. It had to have low power requirements;
3. It had to be easy and quick to setup;
4. It had to be easy to replicate;
5. It had to have an easy, intuitive interface;
6. It had to use as much of existing equipment and services as possible;
7. It had to be reliable;
8. And it had to be cheap.
These goals were achieved using these product and services:

WinLink2000

The WinLink2000 global radio message system has been in existence for many years.  Originally designed as a way for private mariners onboard ship to communicate to their families and friends, it has evolved into a system that processes hundreds of thousands of e-mail each year.  There are hundreds of Winlink2000 Radio Message Server (RMS) stations throughout the world that are available 24 hours a day.  Using the Winlink2000 system is a critical design goal.
Raspberry Pi

The Raspberry Pi mini-computer has been a phenomenon for several years.  This wonderful little machine is a fully-fledged Linux computer with extensive capabilities to interface with additional hardware.  Raspberry Pi’s are being used for everything from home entertainment systems to space satellites.  And the cost of $35.00 makes this little device even more astounding.  A Raspberry Pi based system is essential.

TNC-Pi

The TNC-Pi terminal node controller for the Raspberry Pi is made by Coastal Chipworks.  This very small yet fully capable TNC gives the Raspberry Pi the capability to use the amateur AX25 packet radio protocol and provides a connection to the WinLink2000 RMS network.  With a price that mirrors its size of $40.00 for a kit or $60.00 for a fully assembled and tested board, this is also an absolute requirement for the project.
The WiFi Hot Spot
Each PiGate includes a built in WiFi hot spot for connection to the system.  The older Raspberry Pi 2 and B+ computers needed a WiFi dongle plugged into a USB port on the Raspberry Pi board.  The newer Raspberry Pi 3 has a built-in WiFi service.  All connections to the PiGate are through this interface to the PiGate web based applications.  This allows anyone with a WiFi capable device to make a connection and use the PiGate.  The PiGate is designed with this in mind, and the web-based management interface is very simple and easy to use even on the relatively small screen of a smartphone.
Various Raspberry Pi Software Applications
To make this project work, several software packages that are readily available for the Raspberry Pi are required.  These include a customized SquirrelMail web based e-mail client to provide the actual e-mail interface, an Apache web server to host the e-mail application and provide a web based interface into the PiGate, the PHP programming language, Exim4 and Postfix mail transfer agents, Dovecot IMAP server, and various other packages.  Finally, the AX25 protocol application packlink-unix needs to be downloaded and compiled for the Raspberry Pi.
Custom Web Management Interface
To make the PiGate as easy to use as possible, a unique web based management interface was developed to allow the PiGate administrator to modify certain settings on the PiGate and customize the unit for his or her particular needs.  With this interface, the administrator can control all the features of the PiGate without needing to be a Linux computer expert.  This interface is designed to be very simple, using a simple menu system, with no “bells or whistles” so it will work quickly and smoothly on any WiFi device.
Web Based E-Mail
The “heart” of the PiGate system is the web-based e-mail client.  Individual e-mail “users” can be created to login via the web-based e-mail application where they will have a full e-mail system that looks and functions much like any e-mail application that have used.

How It All Works
The PiGate system is based around two main functions; the e-mail application and the AX25 packet and HF pactor radio protocols.  All the other parts of the PiGate are there to support these pieces.

The E-Mail Application

The e-mail app is based upon the tried and true SquirrelMail software.  This software has been around for many years and is distributed under the GNU Copyleft use agreement.  Anyone using SquirrelMail is encouraged to make it their own and modify it to fit their needs.  Since SquirrelMail is completely programed in the PHP language, it is easy to modify.

For someone to use the e-mail application, a PiGate e-mail account would be created for them by the amateur radio operator that is the administrator of the PiGate. This would include a username of some sort and a password.  The new PiGate e-mail user is also given the URL of the PiGate system and they can login to the e-mail application using the username and password they were given.  Once there, they will have a full e-mail client where they can compose and send e-mail, view messages previously sent, if there are any.  The only thing an e-mail user cannot do it delete any e-mail.  This is designed so a full record of all e-mail sent and received can be maintained for any future need.
During a disaster situation, it may be necessary for the PiGate administrator to create a number of e-mail accounts.  There is no practical limit on how many can be created.  Every e-mail that is sent or received is stored on the PiGate and can be retrieved at any time by the administrator.  A number of e-mail users can be logged into the application and composing and sending e-mail at the same time.

When an e-mail account user finishes composing their e-mail and presses the “Send” button, the e-mail is formatted as a WinLink2000 e-mail and placed in an outgoing message queue.  If there are several people sending e-mail at the same time, all messages are individually placed in the queue.

The SquirrelMail software was specifically modified for use with the PiGate system.  These modifications allow each e-mail composed by any e-mail user to be sent out as a WinLink2000 e-mail using the default WinLink2000 account.  Also, identifying text is added to each e-mail and other formatting options were created.  The modifications also blocked the ability of any e-mail user from adding an attachment to an e-mail, and also removed the ability to delete any e-mail, those pending, sent or received.
The AX25 Packet Software
Once the e-mail messages are in the outgoing message queue, they wait until the next time the PiGate makes a connection to the default WinLink2000 RMS station that is configured in the administrator software.  The polling interval to make a connection is also configured by the administrator and can be every 10, 20, or 30 minutes, or the RMS station can be polled upon demand.
The RMS station connection is made using the amateur radio call sign of the administrator of the PiGate system, which is configured in the administration software.  Each PiGate must be under the control of a properly licensed amateur radio operator, and this operator’s license is used for transmitting and receiving all e-mail.  This amateur operator must also have an existing WinLink2000 account, which is freely available to all licensed amateur radio operators.

This means that ALL e-mail that is sent or received by the PiGate will be using the amateur operators WinLink2000 account and will have that e-mail address attached to that e-mail, such as KD0QYN@winlink.org.
The Management Software

All the other features of the PiGate are designed to support the e-mail and AX25 packet software.  An experienced Linux computer user can implement all the features of the PiGate and control all aspects of the system while logged into the Linux command line interface.  The PiGate management software is designed to give the same capabilities to less experienced users, or those that have no wish to “learn Linux”.
This is a unique feature of the PiGate system and gives anyone the ability to easily administer what could be a difficult task.  The design goals of the PiGate, to be simple and easy to setup and operate, are the reason for this software.  To connect to the management software, the administrator connects to the PiGate administration page and enters the admin password.
Individual e-mail users are limited to using the e-mail application and cannot connect to the PiGate management interface unless they know the administrator password.
NOTE: The PiGate management software is designed to prevent unauthorized users from gaining access and controlling the PiGate system.  To fully comply with FCC Part 97 rules, only the properly licensed amateur radio operator who is the administrator of the PiGate can control the system.  The administration software can only be accessed by logging into the admin account.
While it is well known that just about any security system can be breached, and the system in use on the PiGate is very simple, it would seem pointless for someone to try and hack a system that is being used to provide emergency communications in a disaster.  It’s my hope that any “hackers” will have something better to do in that situation than try to break into the only WiFi signal available.

Assembling Your PiGate

Here are the pieces you’ll need to build a PiGate:
· A Raspberry Pi mini-computer, B+, Model 2 or 3;
· A 8Gb (minimum) Class 10 mini-SD card, available from nearly everywhere.  Please make sure this is a Class 10 device to get the speed and reliability you’ll need.

· A TNC-Pi from Coastal Chipworks (http://tnc-x.com/TNCPi.htm) either a kit or completed unit;
· If you have a Raspberry Pi earlier than the Model 3, you’ll also need a WiFi dongle.  NOTE: Not all WiFi dongles will work, depending on the chipset used.  I recommend the following from Adafruit as it is known to work correctly.  Using a different WiFi dongle may not be supported: https://www.adafruit.com/products/1030
· If you will be using a PACTOR modem to connect to an HF radio for transmitting to a WinLink2000 RMS HF station, you will need a USB to serial dongle.  This is one I recommend to use: http://www.tripplite.com/keyspan-high-speed-usb-to-serial-adapter~USA19HS
· The PiGate software downloaded from http://pigate.net/downloads.html
· There are two versions of the downloadable software images, one for the Pi3 and the other for the earlier Pi Model 2 and B+.  Make sure you get the correct version for your hardware.

· A cable for your VHF radio (some diagrams are available at http://pigate.net/downloads.html)

· Get a GPS device.  A good one and the device I recommend is a BU-353-S4.  You can get one at https://www.amazon.com/GlobalSat-BU-353-S4-USB-Receiver-Black/dp/B008200LHW
· Get the nifty case for the completed unit at http://pigate.net/downloads.html
Assembly is as simple as plugging the TNC-Pi into the Raspberry Pi, inserting the mini-SD card with the loaded software, mounting the two circuit boards into the nifty case, and plugging the cable into your VHF radio or PACTOR modem through an additional serial dongle (a link to a recommended manufacturer is available from the downloads tab of http://pigate.net/downloads.html).
NOTE: There is no need to make any further modifications to the installed image software.  Using the Raspbian commands to update or upgrade the operating system software may make the PiGate un-usable.  No other configuration needs to be done, everything is ready to go.  Any modifications you make might cause the PiGate to be un-supportable.

ALSO NOTE: Put a few layers of electrical tape on the top of the USB connection housing on the Raspberry Pi board to insulate the metal housing from the pins on the bottom of the TNC-Pi circuit board.

The amateur operator is responsible for the operation of their radio equipment and any connections to that equipment.  This means to operate a PACTOR connection, you must be familiar with your PACTOR modem, its setup, and the connections to the HF radio.
Copying the downloaded PiGate image to the mini-SD card is simple.   This site, http://sourceforge.net/projects/win32diskimager, has a good video on how to use the software utility.  Simply copy the image to the mini-SD card, insert it into the Raspberry Pi board, and turn on the power.  The PiGate system will boot up and be ready in a very short time.
PiGate Setup
After building the PiGate, or receiving a pre-built unit, and turning it on, some simple administration tasks must be completed to ready the PiGate for use.  Most of these items need to be done just once.
NOTE: The PiGate device is designed to be run “headless”, meaning no monitor or keyboard needs to be attached.  After the device boots up, you connect using a tablet or smartphone with the procedure outlined below.  If you want to use an HDMI monitor and keyboard, and boot the PiGate to a Raspbian Linux GUI desktop, you can access the management interface using the default web browser application. There is no PiGate desktop icon to start the software.  Everything is running when the system boots.
The Amateur Radio Operator as the Administrator

The administrator of a PiGate system must be a properly licensed amateur radio operator.  In the USA, that means to send e-mail via a VHF RMS link, the license must be at least a Technician class.  To use the PiGate to send e-mail via a PACTOR HF link, the license must be a General to Amateur Extra class.  The administrator of the PiGate system assumes all responsibility for its correct and legal use.

The Admin Account
The administrator (amateur radio operator) of the PiGate system must login to the management interface to perform and admin actions on the PiGate.  To do this, they must first login to the WiFi interface (unless using an attached monitor and keyboard).  Here are the default credentials:

· WiFi SSID: PiGate
· Password: raspberry
These parameters can be changed once logged into the PiGate.

To connect to the WiFi gateway on most smartphones, tablets, or laptop computers, you must first enable WiFi, then do a search (unless it searches automatically) for available WiFi hot spots.  When this happens, a hot spot called “PiGate” should appear.  Connect to that gateway using the password given above.  Again, these parameters can be easily changed once logged into the management interface.

When connected to the WiFi gateway, the admin must then connect to the built in website using this URL:

· http://10.10.10.10/login.php
Remember, this web site URL is coming from the PiGate, and if you are connected to the WiFi gateway, it will work whether the internet is available or not.  The IP address of this URL is an internet non-routable address, meaning it can’t be routed through any type of internet gateway device, so it is safe to keep the default address.  If you must change this address, please send me an e-email and I will detail the procedure.  (mark.griffith@pigate.net)
When the management interface page is reached, login with the default administrator password:

· Default password: password
This password can be changed once logged into the PiGate.

After successfully logging in, you must configure the WinLink2000 username and password to use for all RMS station connections and edit the list of available RMS stations (unless a GPS device is attached when the PiGate boots).

System Setup Menu

First, go to System Maintenance -> System Setup Menu -> Set Default WL2K Call sign
Go to this page to enter the call sign and password to use for the WinLink2000 user, which should be the amateur radio call sign of the PiGate administrator.  This call sign and password must have been previously setup with the WinLink2000 system.  If you don’t know your WinLink2000 call sign and password, you will be unable to use the PiGate system.  Since you must have an e-mail account on the PiGate using your call sign, the PiGate system will automatically add an e-mail user account for the call sign and password that you enter here.

NOTE: Linux/Unix computers usernames and passwords (an account) are normally entered in lowercase characters.  This has been the default for decades.  The WinLink2000 call sign and password are required to be in UPPERCASE characters.  To satisfy these requirements, the PiGate software will automatically change the case of the characters to the correct type for the two different accounts, meaning UPPERCASE characters for the WinLink2000 account and lowercase for the PiGate user account.  This is done automatically, no matter how you enter the characters.  You must remember, though, that your login to the e-mail application is with all lowercase character for your username and password.  Several people have been caught in this situation where they say the login doesn’t work, when in fact they have forgotten or did not know they needed to enter lowercase characters.  Also note that most cell phones will often cause the first character of the username to be capitalized (UPPERCASED) unless that feature is expressly turned off.

NOTE: Setting up the WinLink2000 default call sign (account) is only done once.  A number of system configuration files are setup using this account information and it is not easy to correct any errors that may be made.  Make sure you have the correct information as to the call sign and password before doing this initial setup.  If a mistake is made, or for some reason you can’t login to the e-mail application, you can recopy the image to your SD card and start over again.  If you continue to have problems, contact me, mark.griffith@pigate.net.

Next, go to System Maintenance -> System Setup Menu -> Set the PiGate Clock

When any computer is first powered on, it will update its system clock either by reading the time from a real-time clock that is run on a battery, or from the internet.  The PiGate does not have a built-in real-time clock, so when you first turn it on, and it is not connected to the internet, its internal system clock will be the date and time it was when it was last turned off.  Obviously, in a disaster scenario where the PiGate will likely be deployed, there will be no way to get the time from the internet, so another method must be used.

It is important to set the time correctly, but it is not necessary to be absolutely accurate.  When an e-mail is sent, there will be a date and time written into the e-mail.  You don’t want to send an e-mail from a disaster area that contains a date months or more in the past.  This will likely confuse the recipient.

In version 1.3 of the software, GPS devices are supported.  If a GPS device is connected to the PiGate device when it is powered on, and it can get a satellite fix, the system time will automatically be updated when the PiGate is first booted.

If you need to set the time manually, select this link and enter the hour (in 24 hour time), minute, day, month (a number), and the year.  24 hour time is also known as military time, like when the clock moves to 1pm in the afternoon, in 24 hour time that is 1300.  For 8am, enter a two-digit number like “08”.  For 1pm or 2pm, enter the two-digit number, such as 13 or 14.

The month is entered as the numeric month of the year, such as 01 for January, 06 for June, 12 for December.  Enter the minute after the hour using two digits, such as “05”, “10”, 54” etc.  Again, you need not be precise with the minute as that is much less important than the hour, day, and month.  The second is always automatically set to “00”.

If you have purchased an additional real-time clock board for your PiGate (there are several available at various internet sites), you will need to setup the clock manually and then it will update the system time the next time the PiGate is powered on and thereafter.  Consult your RTC documentation for further information.
On the first page of the management interface (or home page) that is displayed when you sign on as the admin user, the current system time is shown so you can check for accuracy.

Next, go to System Maintenance -> System Setup Menu -> Set PiGate Regional Timezone
Support for worldwide time was added in version 1.3 of the PiGate software.  Setting the regional time zone will allow the administrator to correctly set the local time.  On this page, simply select your regional timezone, like Africa, or Brazil, Europe, or US.

Next, go to System Maintenance -> System Setup Menu -> Set PiGate Timezone
After setting the regional time zone, go to this page to select the local timezone.  This page will present a different set of time zones depending upon which regional timezone you selected.  Simple select your timezone and press the “Submit” button.  If you will be deploying your PiGate in disaster sites in different time zones, you’ll need to update this page each time you move into a different area.
Next, go to System Maintenance -> System Setup Menu -> Set PiGate Location
Support for GPS systems was added in version 1.3 of the PiGate software.  Many parts of the software now rely upon knowing the current location of the device, or its GPS coordinates.  If a supported GPS device is used, this information will have already been gathered when the PiGate booted up.  Going to this page will show the current coordinates, unless the GPS system is not used, or has not been able to gather this information if it cannot lock on to more than one GPS satellite.
If the coordinates are not displayed, you should enter the information manually.  This information can be gathered in a number of ways, but using the GPS receiver on your smartphone is usually the best method.  Using previously published GPS tables also works if you know your approximate location.  However you gather this information is up to the amateur operator.

To enter the coordinates manually, simply enter the latitude and longitude values in the correct entry box.  Entering the latitude as “38.1” and the longitude as “-91.5”, for example, will be sufficient.  However, the more detail that can be provided the more closely will be the estimates of your current position.  A value with one decimal place is accurate to about 10 kilometers or 6.2 miles at the equator.  A value with four decimal places is accurate to 11.132 meters or about 36 feet.
Always enter the values as a decimal number, not degrees, minutes, and seconds.  Also use negative numbers for locations west of the prime meridian or south of the equator.  Consulting some docs on latitude and longitude will help.

Also see the section in these docs on the GPS system software.
Then go to System Maintenance -> Edit the list of RMS stations
On this page you can manually edit the list of available RMS stations.  You can enter local VHF stations, or HF stations, but you must know the station call sign.  Just enter the call sign, one on each line, and click “Save”.  You can come back to this page at any time and change the list.

Earlier versions of the PiGate software required that the administrator know in advance,  the list of RMS stations to which he or she can connect.  Version 1.3 added support for GPS devices and the list of local RMS stations will be populated for you, depending upon the location of the PiGate device.  To do this, the software will determine your current GPS coordinates (note this must be set manually prior to this point if a GPS device is not installed, as noted previously in this guide).  Once this is done, the software will then calculate the maidenhead grid square of your location and search the list of current WinLink2000 RMS stations to find all that are in the same grid square.  These will be inserted into the RMS station list that you can choose from.
Of course if you’re current location is at the far southwest corner of a grid square, stations located far away in the opposite corner will be included, but no stations that may only be a few miles away in the next grid square will not.  This is a limitation of this method and can’t easily be corrected.   Perhaps future versions of the PiGate software will fix this.
Also see the section in these docs concerning the GPS system software.
Then go to System Maintenance -> Set Default WL2K RMS station
After editing the list of RMS stations, go to this page and select the station to use when connecting to the WinLink2000 system.  In prior versions of the PiGate software, the frequency and mode for the stations in your list were shown.  In version 1.3 support for GPS devices was added, and the software can now determine the distance from your current location to the RMS stations in your local list.  (See previous doc item above).  In calculating the distance from your location to the RMS station, the software uses your GPS coordinates and the coordinates of the RMS station, which is kept in a data file on the PiGate.  The distance is displayed so the operator can be more informed on which RMS station will yield a better radio connection.  If the distance is not displayed, or is zero, consult the troubleshooting section of these docs for assistance.
Make sure you are selecting the correct station for the mode you intend to use, like a VHF PACKET or HF PACTOR station.
Also, if your PiGate device has an Ethernet cable plugged into the Ethernet port, and that is in turn plugged into a local network that has internet access, another selection item will appear to allow you to select a “Direct Internet Connect” RMS station.  This selection will not appear if a connection to the internet is not made.  The PiGate software will check to see if the internet is reachable before presenting this selection.  If you make this selection, all RMS file transfers will be made via a direct internet connection instead of using a VHF or HF radio.  Of course this connection is vastly faster than even the best radio.

Whatever selection you made will stay in effect until it is changed using this same page.
PACTOR Settings
If you are going to use a PACTOR HF modem, you will need to login to the PiGate on the command line and edit a file.  Login via SSH as user “pi”.  Unless you have changed the default password, it will be “raspberry”.  Once connected, run the command “sudo nano /usr/local/etc/wl2k.conf”.  Once there, scroll down the file until you see these lines:

# Serial section

# ==============

#

#device=

#baud=

Uncomment the lines and enter the device and baud rate of the serial connection.  If you are using a USB to serial port dongle, the entry should look like this:

device=/dev/ttyUSB0 (that is “USBzero”)
baud=1200
Save the file and you are ready.  Make sure you have the correct serial port.  You can do this with the command “ls –l /dev/ttyUSB*” and it should return one serial port (unless you have a GPS device installed):

pi@pigate:~/$ ls -l /dev/ttyUSB*

crw-rw---- 1 root dialout 188, 0 Jun 21 06:53 /dev/ttyUSB0

You must be careful to select the correct device.  Normally, if a GPS device is installed, that will appear as /dev/ttyUSB0, so your serial port device may be /dev/ttyUSB1.
DO NOT CHANGE ANYTHING ELSE IN THIS FILE.

After performing these tasks, return to the Home page to show the first menu items of the management interface.  You will not need to make any changes on these previous menus unless you move the PiGate unit and need to update the GPS coordinates and timezone.
Main Menu
These are the items that will appear on the Main Menu page.
E-Mail Application

Selecting this link will send you to the login page of the e-mail application.  To login there, use your previously created e-mail user account.  When you setup the new default WinLink2000 call sign and password, that call became the e-mail account for the amateur operator.  Login with your call sign and password and send e-mail.  You can compose any number of outgoing e-mail that you like, but they won’t get sent until you enable the AX25 service if you are using a PACKET VHF RMS station.  If you are sending through a PACTOR HF RMS station, the AX25 service does not need to be enabled.
Start/Stop AX25 Service

The AX25 service is the protocol that is used to connect to the WinLink2000 RMS station via PACKET radio and transfer e-mail.  This service must be up and running correctly before e-mail can be sent, unless you are using a PACTOR HF modem.  Selecting this link will start the AX25 service and prepare the PiGate for use.  The AX25 service will remain running until the service is disabled or the PiGate is shut down.

Use this link to also shut down the AX25 service.  No e-mail will be sent via PACKET as long as the service is turned off.  PACTOR connections do not need this service. Stopping and then restarting AX25 may be a useful task if you are having some difficulty making a reliable connection to an RMS station, and you would like to “recycle” or “reset” the AX25 service.

NOTE: This menu item is a “toggle”.  If the AX25 service is not running, selecting this will start it.  If it is running, selecting this will stop it.  The state of the AX25 service is also shown.

Poll RMS Station

Selecting this link will cause a poll of the previously selected RMS station to make sure it can be reached.  There will be a pause after clicking on the link to start the connectivity test as the PiGate attempts to make a connection.  Just wait until the attempt is finished.  An error is returned if the station is unavailable, for whatever reason.  This can be a malfunction in the radio, antenna, or any number of things.  Further diagnostics as to the cause will have to be performed by the administrator, starting with looking at the PACKET log to see if there is an error.  A message of “Waiting for AX25 peer ... timeout” is a normal exit message. 
This link can also be used to perform a manual poll of the RMS station.  If you do not setup a polling interval, you can use this link to send and receive e-mail upon demand.
If you will be using PACTOR for HF communications, you must setup your PACTOR modem to communicate to the PiGate via the USB to serial port dongle you have connected.  Details of how to setup PACTOR modems is beyond the scope of this document.  Your modem docs should be helpful.

Change Polling Interval

Selecting this link will allow you to set or change the polling interval for the RMS station.  There are three options: 10 minutes, 20 minutes, or 30 minutes.  If a polling interval of, say, 30 minutes had been previously selected, and you would like to change it to 10 minutes, use this link again and just change the interval.  No more needs to be done.

When setting the polling interval, keep in mind the number, or potential number, of e-mail users that may be using the PiGate.  A large number of users composing and sending e-mail may cause a large back up in the outgoing message queue, so a more frequent polling interval may be necessary.  Watch the Status page of the PiGate software to see if e-mail messages are building up in the outgoing message queue.

You may also stop the RMS station polling if there is no one sending e-mail, or it may be a long time before anyone will send e-mail, and if you want to keep the RMS station open for other traffic.  You are not required to setup a polling interval as you can poll the RMS station upon demand as previously mentioned under Poll RMS Station.
The status of the last RMS station poll with be displayed along with the RMS station information.

Request E-Mail Documents

This is a new feature in version 1.3 and will be addressed in more detail further below.
System Maintenance

The system maintenance menu will also be addressed further below.
Online Documents

Selecting this link will send you to the menu of online documents that are available.  These docs are not as comprehensive as this document, but are provided to help administrators while in the field if they do not have printed docs available.

Log out

The admin user must logout from the management interface once their administrative tasks are complete.  Doing so helps to maintain the system integrity since the security system can be compromised while the administrator is logged in.  Perform your maintenance tasks and log out.  Once you are logged out you will be directed to the PiGate Status page.
Shut down the PiGate

At the end of a deployment, or after any testing or configuration, and before you turn off the power to your PiGate, you should shut done the system using this link.  Failing to do this will not normally result any problems, but, it can cause unwanted corruption to the mini-SD card the holds all the PiGate software, which could cause the system to become un-usable.  It is a good idea to always shutdown the system before turning off the power.
System Security

Since the PiGate system is designed to be deployed to a disaster area, it should not normally be susceptible to hacking attempts (there will be no internet).  However, it is possible for e-mail users that do not have administrator privileges to reach web pages within the PiGate system if they know the complete URL to enter.  If they are able to do this, either inadvertently or by design, they can disable the PiGate system making it useless to others trying to send emergency e-mail.  For this reason, individual web pages within the PiGate system are locked out unless the administrator is logged in.  This is a rather simple security measure, and should be enough in the situations where the PiGate will be deployed.  However, you should remember to logout of the management interface when finished with your administration tasks to prevent problems from occurring.

Anyone other than the administrator can only use the e-mail application, which has a separate URL and login.

Requesting E-Mail Documents
The ability to request a document to be e-mailed to your WinLink2000 account is a new feature of the software.  This feature is only available to the amateur radio control operator of the PiGate.  All documents requested will be sent to the Winlink2000 call sign of the control operator.

As of version 1.3 there are 28 different documents that can be requested.  The document list can be easily expanded in future versions of the software.  These documents are broken down into four different groups:
· ARRL Documents

· Winlink 2000 Documents

· Local Weather Reports

· State Weather Reports

ARRL Documents consist of the current ARRL and ARES Newsletters, propagation reports, etc.
Winlink 2000 Documents consist of RMS station lists, CMS status reports, and other messages concerning the Winlink2000 system.

State Weather Reports are reports generated daily by the Nation Weather Service (NWS).  A report is not available for every state, so only those states were a report is available will be listed (12 states when this was written).

Local Weather Reports is a special and unique report.  Consider you have deployed your PiGate to a disaster area, and are cut off from the world due to all outside communications being down, except your PiGate e-mail server.  It would be very comforting to be able to get a localized weather report each day, if available, and that was the idea for this report.  I would like to know if the dark clouds gathering in the west were just some local rain or another supercell bearing down on the already beleaguered victims.

The list consists of weather reports that are issued by the NWS for airports or cities that are closest to the current location of the PiGate device.  This is determined by the GPS coordinates that were either gathered by an installed GPS device, or entered manually from the system setup menu.  One or more local reports will be available, depending upon the location of the PiGate.  In the eastern US, more stations are available.  For example, in Florida no matter where the PiGate is located, three or four local reports will be listed.  However in Nevada or other parts of the west, only one may be listed.  The NWS selects where the reports are generated.  The PiGate has a list of all the available reporting stations, and their GPS coordinates.  By comparing the location of the PiGate to that list, the nearest local reporting stations can be shown.  In testing, I was not able to set a GPS location that was not able to find a local reporting station, so the entire USA should be covered.
From this page, other weather reports can also be requested, such as the NWS Tropical Weather Outlook for the Atlantic and Pacific oceans and Marine Weather Summaries.

To request a document, you simply go to the page you want, and select the document.  Only one document can be selected at a time, but you can go back to that page and select another document.  There is no limit on the number of documents you can request before the RMS station is polled.

Once a document is selected and the “Submit” button is pressed, an e-mail request will be generated for that document.  Upon the next poll of an RMS station, the e-mail request(s) will be sent.  More than one document request can be made before the RMS station is polled, but each is a separate e-mail that will be sent.  These are very small e-mails, normally less than 100 characters, so several can be sent quickly.

If your PiGate is set to automatically poll an RMS station, you will probably receive all your e-mail replies upon the next poll.  You should consider this when making document requests, as some of these documents can be rather large for a 1200 baud radio connection and will take a long time to download.  Unless you have a very good radio link with the RMS station, you may not get the document if the link cannot be maintained due to atmospheric, propagation, frequency congestion, or other conditions.
The System Maintenance Menu
The system maintenance menu allows the administrator to make changes on the PiGate system in order for it to function correctly.

System Setup Menu

The items in this menu are intended to be set only once and should not need any more changes unless the PiGate device is moved and the regional timezone, local timezone, or GPS coordinates need to be changed.  Consult the system setup items previously noted in these docs.

Those items that have not been previously addressed in the system setup docs are noted below.
Change the PiGate Admin User Password

The username for the admin user is always “admin” and can’t be changed.  To change the admin user password, enter in the new password and click “Change”.  The new password becomes effective immediately, and the admin user will be logged out and be directed to the admin login page to login with the new password.

Change the PiGate WiFi SSID and password
The PiGate comes with a WiFi hotspot enabled so local users can connect to the device and login to the e-mail application, or to the admin management interface.  The PiGate SSID or “Service Set Identifier” is the name of the PiGate that shows up as a local WiFi hotspot.  As anyone that has connected to a WiFi network knows, you must select the network on your smartphone, tablet, or laptop, and then enter a password to gain entry.

The default PiGate SSID is “PiGate” and the default password is “raspberry”.  In a disaster scenario, you will most likely be the only person offering a WiFi network connection in the disaster area, so the possibility of two WiFi devices with the same name is unlikely.  However, it may be possible for more than one person operating a PiGate will use the same name, so it may be necessary to change the SSID.

Setting the SSID to “FBI Surveillance Van” will get some attention but is probably not a good idea in a disaster situation.

Also, some people are more security conscience than others and would prefer a more “robust” password.  Or, someone may wish to make the password easier.  I would suggest using a simple password, as the people who will be using it will most likely be disaster victims and they don’t need any more stress in their lives.  In addition, they may be entering the password on their small cell phone display so an easy to enter password might be better.  In any case, use this link to change the SSID and/or password.  As a rule, you should keep the SSID name and the password simple.  For some reason that I have not yet found an answer to, the hostapd software will not work with some SSID names and some passwords.  Again, keep it simple.
Once you save the changes to the WiFi parameters, the WiFi hot spot will be reset with the new parameters.  The time when this happens can vary, depending upon what time is on the PiGate system clock when you make the change.  The reset will happen on the next minute of the system clock, so, for example, if you reset the parameters at 45 seconds after the last minute, the change will take place in 15 seconds.  If you made the change 5 seconds after the last minute, it will be 55 seconds before the reset occurs.  This is because of the way the Linux operating system schedules things.

When the reset occurs, the WiFi hot spot will have the new SSID and/or password and you and anyone else connected will have to reconnect as you did before.  If you change the password and then immediately forget it, you won’t be able to get back into the PiGate through the WiFi hot spot to do anything.

DON’T FORGET THE PASSWORD!

Enter an E-Mail Footer

Each e-mail that is sent will have a footer automatically attached.  By default, the footer is a message that this e-mail was sent using amateur radio.  Several PiGate users have asked how they can change this, so I added a menu item to do so.  Simply edit the default footer to what you would like it to be and save it.  Sometimes, due to the details of how the software works, blank lines at the beginning of the header will not show up.  Some experimenting may be necessary to get the footer as you want it.

If the outbound e-mail is going to a cell phone as an SMS text message, the e-mail footer will not be added so as to limit the size of messages being sent as a text.  This is an automatic feature added in version 1.3.
Add your email address to the PiGate Mailing List

As more and more people build their own PiGate systems, I could see it was impossible to send them information on new releases or fixes unless they had contacted me directly.  Use this management interface page to send your email address to PiGate.net to be added to the list.  Only updates and announcements concerning the PiGate device or software will be sent to the addresses on this list.  This is, of course, completely optional.  The e-mail request will be sent the next time an RMS station is polled.
Edit the List of RMS Stations

When a PiGate is deployed into a disaster area, you must know what RMS stations are available either for VHF packet or HF PACTOR radio.  This information is usually gathered before deploying to an area while the internet is available.  This list can be either a list of VHF or HF RMS stations, or a combination of both.

Once you have gathered the list, use this link to enter it into the PiGate system.  The interface is a simple editor where you enter the call sign of the station, one call sign per line.  When you are finished, click “Save”.  You can edit this list at any time.

As noted previously in the system setup docs, if a GPS device is installed, and it is able to get a lock on more than one satellite, the GPS coordinates will be automatically determined and the list of local RMS stations will be automatically populated.

Set Default WL2K RMS Station

Once you have entered the RMS station list, use this link to select which station will be the one polled to send e-mail.  This selected station will be used until you change it.  Watch the PiGate status page to determine if the station polls are successful.  If not, and this condition persists, you may have to come back to this link and change to a different station to poll.
Use this selection list in conjunction with the link on the home admin page to Poll RMS Station.

The list of available RMS stations to choose from will be from the list that you created, or the one that was populated by the GPS software, and includes the frequency of the station and the mode that station accepts.  This information is gathered from a list of RMS stations downloaded from the WinLink2000 web site and stored on the PiGate.  For VHF PACKET stations, only those with 1200 baud capability are listed since then PiGate TNC-Pi is a 1200 baud only TNC, so listing stations other than those that are 1200 baud capable would be unusable.

Any station call sign that you entered that is an HF PACTOR station, will be shown with the station frequency and the PACTOR capabilities.  It is up to you to select the correct station for the mode you want and to set your VHF or HF radio for the correct frequency and mode.  Perhaps rig control will be available in a future version of the PiGate software.

If you have manually added a call sign to the PiGate list of RMS stations and that station does not appear in the downloaded RMS station list, the station call sign will be listed in RED with a notice that no station data was found and to not select this station. Check the call sign you added to be sure it is a correct RMS station call sign.
When the RMS station you select is polled, the PiGate will know if it is a VHF or HF station and either try a PACKET VHF connection or a PACTOR HF connection.  The PACKET connection will go through the TNC-Pi to your VHF radio that you connected with the special radio cable.  The HF PACTOR connection will go through the USB to serial dongle you have plugged into one of the USB ports that you specified when you edited the serial connection information during the PiGate setup.
If you have a GPS device connected when the PiGate is powered on, or you manually set the GPS coordinates during system setup, each station listed will also include an extra column that displays the distance in miles to that station from your current location as determined by the GPS system.

If the PiGate device is connected to the internet, an additional selection will be presented to all the amateur control operator to select a direct internet connection for file transfer.  If this is selected, all e-mail transfers will be done using the direct internet connection.  This is of course much faster than any radio connection.

Whatever selection you make will stay in effect until it is changed.

Add a new PiGate e-mail user

This link is where you will add new e-mail users so they can login to the e-mail application to compose and send emergency e-mail.  When you select this link, you will be presented with a list of the current e-mail users.  To add another, simply enter the new user name and their password.  You can do this any way you like, such as you can allow the user to pick their user name and password, or you can assign both to them.  Either way, you will know that users password and be able to login to the e-mail application as that user.  This is the price they will pay for using the PiGate system.  Total privacy is not to be expected in this situation, and the amateur control operator has the responsibility to make sure the PiGate system is not being used in violation of the FCC rules.
By default, Linux/Unix usernames and passwords are entered in lowercase characters.  To prevent problems, any username and password you enter will be converted to all lowercase characters before creating that new user.

For example; if you enter a username and password of “Kd0QYn” and a password of “PASSword”, those will be converted to “kd0qyn” and “password” when that user is created.  This also applies to non-callsign usernames.  Entering “Bob” or “BOB” will be changed to “bob”.
There is no need to add yourself, the amateur radio operator, as a user, as this is done automatically when you setup the default WL2K call sign and password.  You can only add one user at a time, but can come back to this page as many times as you like to add a user.
Delete a PiGate E-mail User

This is obviously the opposite, removing an e-mail user.  When you use this link, you will be presented with a list of all the e-mail users and allowed to select one to delete.  Clicking “Delete” will remove that user account, but save all their e-mail in a deleted user’s directory.  This is done so they can be saved if there is any need in the future for an audit of your station activities.  You cannot delete the default WinLink2000 call sign as a user, and you can only delete one user at a time.
View the PACKET log

Use this link to show the AX25 packet radio transfer log.  This log can be useful in checking the function of the AX25 radio link, and showing why connections are not working.  To fully understand all the information presented in this log is beyond the scope of this document and the many internet links should be consulted.

Clicking on “Reset the log” will remove all the information in the log.

View the PACTOR or TELNET log

Blah blah same for PACTOR or TELNET logs.

PiGate Status Page

A unique feature of the PiGate is the status page.  This web page will show the status of some critical functions within the PiGate.  This special page will automatically update each 10 seconds so you can see changes in the system in semi-real time.
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The status of the AX25 service is important to show so you can see if the e-mail interface to the RMS station is working.  If the AX25 service is stopped or down, you should login to the Admin page and click on the link to start the service, unless you are using a PACTOR HF modem to connect to a HF RMS station.
The number of e-mail messages in the outgoing message queue is important to see if a backup is starting in the outgoing queue.  You can use this information to determine if you need to increase the polling interval.  On the other hand, if the number of messages remains small, you can decrease the polling interval or revert to manually polling the RMS station.

The success of the last RMS poll is important.  An RMS poll will not always be successful for a number of reasons.  One is the station was busy with other traffic and could not respond.  The next polling event will likely be successful.  Another reason is the atmospherics or propagation conditions have deteriorated to the point where that RMS station is no longer reliable.  If you think this is the case, you can login to the management interface and change to another station.  Another reason may be your radio, antenna, or other local conditions are preventing communication, which would require some additional testing on your part.

Click on the link to log in to the Admin page to make changes that might fix the issue.
Each time you log out from the management interface, you will automatically be redirected to this page.  This is where you will spend most of your time monitoring your PiGate.

Deploying Your PiGate to a Disaster Area


When the time comes for you to deploy your PiGate into a disaster area, you should follow this sequence to prepare to send emergency e-mail for the disaster victims.

First, you will need to create a list of WinLink2000 RMS stations that might be available from that area.  To do this, use the web browser on your home computer and go to the link http://www.winlink.org/RMSChannels. Here you can show a map of PACTOR or packet RMS stations that are available.  You can also download a list if you like.  You’ll see from the map of packet RMS stations that there are a lot in the USA except for areas like North and South Dakota, Montana, and other areas of the American West.  In these areas you will need a list of available PACTOR stations.  Here in central Missouri where I live, there are a number of stations available around the state.  Other states, like Texas and California, have good coverage throughout.
The properly licensed amateur radio operator that administers the PiGate system should be fully aware of VHF and HF radio propagation, different antennas for VHF and HF, and all other aspects of normal amateur radio operations.  It is assumed that the operator will be able to setup a radio station in a disaster area.  The PiGate is just a means to compose and send e-mail through an existing and functional amateur radio station.

When you have the list of stations, you can either enter them into the PiGate before you leave or after you arrive.  As previously mentioned, in version 1.3 of the PiGate software, the list of local RMS stations will be automatically generated if there is a GPS device installed when the PiGate first boots up.
Next: You should also print out a number of the PiGate user release forms that are available under Appendix B.  This will help protect you from legal consequences if someone decides to not follow your rules and miss-use your station and generosity.  Also print out a number of the connection instructions form in Appendix C to give to the e-mail users.
You should also bring with you more than one of the mini-SD card with the PiGate software installed.  You may want to bring more than one PiGate with you to make sure you have backups of everything.

Next: When you arrive to setup your PiGate station, of course be careful and follow all normal safety rules.  Remember, this will be a disaster area and safety is foremost.  Deploy your station by following these steps:

1. Connect the PiGate to a reliable power source;
2. Connect to your VHF radio or PACTOR modem for HF radio (or both) using the correct cables;
3. Of course make sure the correct antenna is being used;
4. Connect your GPS device;

5. Turn on the PiGate and verify the WiFi hot spot is available by checking from your smartphone, tablet, or laptop computer;
6. Login to the admin page and set the date and time, if necessary;

7. Edit the list of RMS stations if not already done by the GPS system;
8. Select the RMS station to use;
9. Tune your radio to the correct frequency for the RMS station you intend to use;
10. Start the AX25 server if you will be using a RMS VHF PACKET station;

11. Run a connectivity check to make sure you can connect to that station;
12. If not, select another station, re-tune your radio if necessary, and check again.

Once you have successfully made a connection to an RMS station, you are ready to begin sending e-mail.  Logout from the admin page to enable the system security and be redirected to the PiGate status page.
When “users” or “customers” approach you to send an e-mail, have them read and sign the PiGate user release form.  Do this for each person that wishes to send emergency e-mail.  This is, of course, completely up to you, but I would strongly advise you to do this to protect yourself.

Create an e-mail account for each person by using the management interface and the System Maintenance menu and adding a new PiGate e-mail user.  Again, this is up to you and you may want everyone to login to the same e-mail account since all the e-mail (in this version) will go out with the same name and e-mail address attached to it (NOCALL@winlink.org).
E-mail users should be strongly encouraged to keep their message short and to not send too many so everyone will have the opportunity.  Long messages or a great number of them will, of course, cause long radio connection times and slow down the overall flow.

Remind the e-mail users that ANY FORM OF BUSINESS communications or any communications to make a profit is strictly forbidden by FCC rules.  Someone may take this opportunity to send a friend an e-mail telling them to load up a truck with ice and bring it to the disaster area where they can make a lot of money.  Not only is this unethical, it is an illegal use of amateur radio.

Any number of people can be connected to the PiGate at the same time to send emergency e-mail.  As mentioned previously, you might need to adjust the RMS station polling interval to make sure a large backup of e-mail does not build up in the outgoing message queue.

Regarding the e-mail users and what they do and send…..this is completely up to you.  As the licensed amateur radio operator, it is your responsibility to make sure, within reason, that people do not miss-use your station.  The PiGate software does not include a provision for the administrator to read e-mail before sending it.  If you wish, you can edit the user release form to include whatever restrictions you prefer.  You can also insist on typing each e-mail yourself.  You are the station operator and this is your time and money and use of your call sign that you are providing as a service to people in need.

At the end of your deployment, you should delete all the e-mail user accounts you created by using the management interface.  When you delete an account, the PiGate software saves all the e-mail sent and received by that account for any future needs.  Also, make sure you shut down the PiGate system before turning off the power.
Sending E-Mail to a Cell Phone as a Text

For you information, an e-mail can be sent to a cell phone as a text using the interface setup by most cell phone providers.  The complete list is available at http://www.emailtextmessages.com, and also on the PiGate internal documents page, but some common carriers are listed here:
10digitphonenumber@txt.att.net


(AT&T)
10digitphonenumber@mobile.celloneusa.com

(Cellular One)
10digitphonenumber@messaging.centurytel.net
(CenturyTel)
10digitphonenumber@comcastpcs.textmsg.com
(Comcast)
10digitphonenumber@messaging.nextel.com

(Nextel)
10digitphonenumber@email.swbw.com


(Southwestern Bell)
10digitphonenumber@messaging.sprintpcs.com
(Sprint)
10digitphonenumber@tmomail.net


(T-Mobile)
10digitphonenumber@email.uscc.net


(US Cellular)
10digitphonenumber@vtext.com


(Verizon)
The GPS System

New in version 1.3 is support for a GPS device.  These are very simple devices that are seen by the PiGate as a serial device that streams data gathered by the GPS antenna.  The device that I used for all testing and the one I recommend is a BU-353S4 GPS receiver.  This is available from a number of online vendors for around $35.00.  It is a small GPS antenna with a USB connector that plugs into the PiGate USB bus.
All you need to do to enable the GPS system is plug in this device.  Everything else is automatic.  Other GPS devices may or may not work correctly, I have only tested one, but they are all mostly similar in their operation.

Depending upon the type of GPS system you use, the sensitivity to lock on the GPS satellites may vary.  The BU-353S4 has a magnetic mount so it can be attached to the surface of a car, but it works just fine sitting on my desk away from any windows, yet still gets a lock on four or more satellites.  Some of the problems that you may face with the GPS system are answered in the Troubleshooting section that is next.  If you have difficulty using the GPS system, or it doesn’t work as you expect, please contact me (mark.griffith@pigate.net).
Troubleshooting

From time to time, every electronic or computer system will have problems or fail to work as expected.  The PiGate is no exception.  Below I’ve included some of the problems you may face and how to correct them.  If you have problems that you are unable to fix, please let me know and I’ll do everything I can to help.  Just contact me at mark.griffith@pigate.net.

Problem: When doing a connectivity check on my default RMS station, it takes a long time (about 30 seconds) and then returns saying the test was successful.

Answer: Sometimes connectivity tests will return what is called a “false positive”. This happens when the PiGate was successful in making the initial contact with the RMS station, but for some reason the connection was not successfully completed.  You can see this by viewing the PACKET or PACTOR log file under the System Maintenance menu.  The log will show something like this:

Connected to AX.25 stack

Child process

wl2kax25: ---
wl2kax25: <Trying wien.winlink.org

Timed out, exiting!

EOF on child fd, terminating communications loop.

Closing ax25 connection

Waiting for AX25 peer ... timeout

This means that the CMS server at Wien, Austria was not available and the connection timed out. Normally, in cases like this, re-running the connectivity test will work as the RMS station will cycle through all the available CMS servers and you will connect to a new one each time you try.
Problem: The PiGate system will not start.
Answer: Sometimes the mini-SD card that holds all the PiGate software becomes corrupted and the system fails to boot.  This can be caused by problems within the SD card itself, or, more likely, because of a power voltage spike when turning the power to the PiGate off or on.  In any event, the only fix for this problem is to have another mini-SD card prepared and ready to go.  You should always have one or two more mini-SD cards with the PiGate software copied onto them and bring them with you during a deployment.  If you use one, you’ll have to go through the initial setup steps again.  To prevent this, you can perform the initial setup steps, and then save that image to a disk file on your laptop or desktop computer and make several copies of that image.  This is also the answer to most other problems that might arise with the PiGate software, just use a new image.  Mini-SD cards are cheap so it’s easy to have several prepared.
Problem:  The PiGate fails to successfully complete an RMS station connectivity check.

Answer:  If you are attempting to connect to a VHF RMS station, make sure the AX25 service is enabled.  You should also check that you are tuned to the correct frequency for that station.  With HF PACTOR RMS stations, normal amateur radio propagation issues can prevent connecting.  You’ll have to try a different RMS station on a different frequency.  In a disaster scenario, the station you are trying to connect to may be down.  Amateur radio being what it is, sometimes you won’t be able to connect to anything!  Make sure you check the PACKET or PACTOR log to see if any information there can help you diagnose the problem.
Problem: How can I get into the PiGate system not using the management interface?

Answer: You can login to the PiGate as a regular Linux user by using an SSH client through the WiFi hot spot.  Setup you’re SSH client on a laptop or tablet, even a smartphone, to connect through SSH port 22 to the WiFi IP of 10.10.10.10.  You will of course need to be connected to the WiFi hot spot to do this.  Login as user “pi” with a password of “raspberry” unless you have changed that default password.  You can also use an attached HDMI monitor and USB keyboard and mouse.
Problem:  My PACTOR modem/TNC is unable to connect to any RMS station.

Answer:  This is a problem beyond the scope of this document.  Please consult your modem/TNC docs and perhaps seek help on any of the many internet sites.  I am myself just learning more about PACTOR so my knowledge is limited at this time.  I apologize.
Problem: When I go to select a local weather report, there are no local weather stations listed.  The first item in the list just says “NWS”.

Answer:  Your GPS coordinates are not set.  If you are using a GPS device, it was unable to determine your location, probably because it could not get a satellite lock.  You’ll have to manually enter your GPS coordinates.

Problem: When I show the list of local RMS stations from the Set Default WL2K RMS Station page, the distance is shown as zero miles for each one.

Answer: Your GPS coordinates are not set.  See above.

Problem: When you show the list of local RMS stations from the Set Default WL2K RMS Station page, one of the stations will show zero miles, but most will show a distance.

Answer: That station is new to the list of available RMS stations and no data (such as the coordinates) has been downloaded for that station.  To fix this, you must run a utility in the /root directory of the PiGate.  To do this, connect your PiGate to the internet by plugging in an Ethernet cable to the PiGate and your local network, then login to the PiGate on the command line as user “pi” and run this command:

“sudo /root/update_rms_data.sh your_qrz_callsign your_qrz_password”
You must have a QRZ.com account to do this.  If you do, add your QRZ call sign and password.  You can also edit the file “/var/www/html/data/qrz.account” and enter your call sign and password there if you don’t want to add it to the command line each time.

Final Thoughts
The PiGate system was developed for amateur radio operators so they can use their talents and equipment to help others in a time of emergency.  I have tried to make it as simple to use as possible while still giving it lots of power and features.  Development of the PiGate system will continue as long as I am able, and new features will be added as well as bugs or system deficiencies corrected.

Please feel free to go to the comments section of the PiGate web site http://pigate.net/contact.html and send whatever comments or ideas you may have.  I am the only person working on the PiGate system so my time is limited.  However, I will do as much as I can to help.

Also, please send me any pictures or videos of a PiGate you have built or one in use and I will post them on the gallery at http://pigate.net/gallery.html.  

The amateur radio community is a great diverse set of people with a common goal, the pursuit of their hobby and using it to help others.  I appreciate your desire to help, and I’m grateful to be a part of your efforts.

Mark Griffith, KD0QYN

Appendix A (FCC Part 97 Rules)
The FCC rules that pertain to licensed amateur radio operators as control operators and their responsibilities are show below:

§97.7   Control operator required.

When transmitting, each amateur station must have a control operator. The control operator must be a person:

(a) For whom an amateur operator/primary station license grant appears on the ULS consolidated licensee database, or

(b) Who is authorized for alien reciprocal operation by §97.107 of this part.

[63 FR 68978, Dec. 14, 1998]

§97.101   General standards.

(a) In all respects not specifically covered by FCC Rules each amateur station must be operated in accordance with good engineering and good amateur practice.

(b) Each station licensee and each control operator must cooperate in selecting transmitting channels and in making the most effective use of the amateur service frequencies. No frequency will be assigned for the exclusive use of any station.

(c) At all times and on all frequencies, each control operator must give priority to stations providing emergency communications, except to stations transmitting communications for training drills and tests in RACES.

(d) No amateur operator shall willfully or maliciously interfere with or cause interference to any radio communication or signal.

§97.103   Station licensee responsibilities.

(a) The station licensee is responsible for the proper operation of the station in accordance with the FCC Rules. When the control operator is a different amateur operator than the station licensee, both persons are equally responsible for proper operation of the station.

(b) The station licensee must designate the station control operator. The FCC will presume that the station licensee is also the control operator, unless documentation to the contrary is in the station records.

(c) The station licensee must make the station and the station records available for inspection upon request by an FCC representative.

[54 FR 25857, June 20, 1989, as amended at 71 FR 66462, Nov. 15, 2006; 75 FR 27201, May 14, 2010]

§97.105   Control operator duties.

(a) The control operator must ensure the immediate proper operation of the station, regardless of the type of control.

(b) A station may only be operated in the manner and to the extent permitted by the privileges authorized for the class of operator license held by the control operator

Appendix B (E-Mail user release form)

I _______________________________________ agree to comply with all the rules set forth by the FCC concerning the use of amateur radio, and I will not compose an e-mail message that contains profane language, or language designed to hurt or denigrate any another person.  I will also not engage in any business practices, nor use the amateur radio service provided to me to engage in any profit-making activities.  Finally, I agree that the amateur radio operator controlling this station is not responsible for my actions and I release that person from all liability over what I choose to do.
Signature: __________________________________________________
Date: _______________________________________________
Appendix B (E-Mail user release form)

I _______________________________________ agree to comply with all the rules set forth by the FCC concerning the use of amateur radio, and I will not compose an e-mail message that contains profane language, or language designed to hurt or denigrate any another person.  I will also not engage in any business practices, nor use the amateur radio service provided to me to engage in any profit-making activities.  Finally, I agree that the amateur radio operator controlling this station is not responsible for my actions and I release that person from all liability over what I choose to do.

Signature: __________________________________________________
Date: _______________________________________________

Appendix C
PiGate Connection Information

To connect to the PiGate emergency e-mail system, you must see the amateur radio operator and have a new e-mail account created for you on the PiGate.

To connect, using your laptop, tablet, or smartphone, you must first connect to the PiGate WiFi hot spot.  Using your device, turn on WiFi and do a scan for networks.  The PiGate hot spot should show up.  Connect to that network using this password:
raspberry
Once connected to the WiFi interface, open a web browser and connect to the e-mail application by typing in this network address:
http://10.10.10.10/email.php
If you need any help, see the amateur radio operator.
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